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Top (Celebrity in Disguise): A
secret value is hidden in either
Room A or Room B, represented by
the celebrity and their
doppelgänger. The attacker does
not know which room contains the
real secret.
Middle (Reporter’s Probe): The
reporter (attacker) sends a crafted
request: ordering crème brûlée to
Room A. This dish is special
because only the celebrity would
ever receive it. The CPU (chef) will
prepare it only if the celebrity is in
Room A.
Bottom (Timing Side Channel):
The reporter then makes a normal
order, sweet potato pie. If the torch
is still warm, the pie finishes faster
— revealing that the crème brûlée
preparation occurred, and thus that
the celebrity is in Room A. If no
torch warmth remains, the celebrity
must be in Room B. This mirrors
speculative execution: incorrect
paths are rolled back architecturally,
but their side effects persist in
microarchitectural state, leaking
secrets through timing.
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A Leaky Crystal Ball
Speculative execution optimizes performance by executing

instructions before knowing if they’re needed, leaving microar-
chitectural traces in cache memory even when results are dis-
carded. Attacks such as Meltdown and Spectre exploit this, by
constructing code sequences where a secret value determines
which memory addresses are accessed during speculation. By
measuring which addresses load quickly afterward (indicating
they were cached), attackers can determine if specific bits
were 0 or 1, allowing secrets to be extracted across privilege
boundaries.

CPU Pipeline Architecture ∘ Speculative
Execution ∘ Meltdown & Spectre ∘ Cache Timing

Channels ∘ Branch Predictor
Training ∘ Microarchitectural State ∘ Kernel Memory

Extraction ∘ Mitigations & Performance ∘ KPTI &
Retpolines ∘ Hardware Vulnerabilities ∘ 30%

Performance Cost

“Be wary of anyone who claims to be able to see the future.”
— Wit to Shallan, Rosharan year 1174
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A Leaky Crystal Ball
The core techniques behind speculative execution—pipelining, branch prediction, and

out-of-order execution — originated as performance optimizations in the 1960s and

matured across RISC and superscalar designs in the 1980s–1990s. The IBM System/360

Model 91 (1966) introduced dynamic scheduling. Tomasulo's algorithm and register re-

naming were foundational (Tomasulo, 1967). By the 2000s, speculative execution had

become ubiquitous in high-performance processors.

Meanwhile, side-channelattacksemerged independently incryptography. Kocher (1996)

demonstrated timingattacksonmodular exponentiation. Cache timingattacks followed,

with Bernstein (2005) showing cache-based AES key recovery. Rowhammer (2014) re-

vealed that hardware itself could be attacked— rapidly accessingmemory rows caused

electrical interference that flipped bits in adjacent rows, allowing privilege escalation.

These hardware vulnerabilities showed that physical properties of components could be

weaponized. Yet usually such attacks were seen as requiring special conditions, deliber-

ate software flaws, or physical proximity.

Spectre and Meltdown, disclosed in 2018, showed that speculative execution — once

considered internal and safe — could be manipulated into violating memory isolation.

The result was a universal class of vulnerabilities.

Every program — from your web browser to your text editor — is a sequence of simple
instructions that tell the processor what to do: load data from memory, store results back,
add numbers, compare values. Think of it like a recipe where each step must be precise:
“take flour from cabinet,” “add to bowl,” “mix ingredients.” These instructions manipulate
data stored in memory, the computer’s workspace.

Memory is like a vast warehouse with different storage areas. Closest to the processor
are registers — think of them as the processor’s hands, holding just a few items it’s
actively working with. Next come caches, like workbenches near the assembly line, storing
frequently-used data. Main memory is the large warehouse floor, holding gigabytes of data
but taking longer to access. When you open a document, it moves from your hard drive
into main memory, then pieces flow through caches to registers as the processor works on
them.

Processors execute instructions through pipelines — assembly lines where different stages
happen simultaneously. While one instruction is being decoded (figuring out what “add”
means), another is being executed (actually adding numbers), and a third is being fetched
from memory. This parallelism makes processors fast, executing billions of instructions per
second. Dependencies constrain this parallelism. Adding 𝐴 + 𝐵 requires knowing both
values first. Processors analyze these dependencies and reorder independent operations to
keep the pipeline flowing.

The instruction if (x < y) determines whether certain code will be executed, but evaluat-
ing the condition takes time. Waiting would leave execution units idle. Instead, processors
predict the outcome and speculatively execute that path. Branch predictors track patterns
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— loops usually continue, error checks usually pass, sorted data produces predictable
comparisons.

If the prediction is correct, the speculative work becomes part of normal execution. If
incorrect, the speculative instructions are discarded and execution switches to the correct
path. From the perspective of the committed values of memory and registers, it is as if the
speculation never occurred. Internally, though, speculative execution modifies shared state:
caches (fast memory that stores recently accessed data), branch predictors, translation
buffers, and other timing-sensitive components. As we will see, these modifications leave
traces.

Modern computers set strict boundaries between different programs and between user
programs and the operating system kernel. The kernel — the core of the operating system
— manages hardware, controls security, and stores sensitive data such as passwords,
encryption keys, and private information from all running programs. User programs
(your browser, text editor, games) are forbidden from reading kernel memory. Similarly,
one user’s programs cannot read another user’s data. These restrictions are enforced
through memory protection mechanisms built into the processor.

But what if these protections could be bypassed? Imagine requesting a book from a library
where some rooms are restricted. To save time, the librarian starts walking toward the room
before confirming whether you have access. If you are authorized, the book is delivered. If
not, the librarian returns — nothing was given. But the door was opened. Now suppose
you are not told which room contains which book. Later, you notice that one door swings
more easily. You did not receive the book, but you know where the librarian went. This is
a side channel attack — extracting secrets through indirect observations rather than direct
access.

Meltdown (2018) is an example of an exploit that targets privileged kernel memory — the
protected area containing the operating system’s secrets. User programs attempting to read
kernel memory trigger an immediate error, like trying to enter a secured building without a
keycard. But during speculative execution, the processor starts fetching the forbidden data
before checking permissions. The security check eventually catches this and triggers an
exception — Meltdown never “officially” reads the secret. But in the microseconds between
the speculative read and the security check, the secret value exists in the processor. The
attack uses this value to access a specific location in the attacker’s own memory array.
When the security exception fires and speculation is canceled, the secret itself is erased —
but the access pattern remains in the cache. By timing how fast different array locations
load, the attacker deduces which location was accessed, revealing the secret byte value.

Many operating systems historically mapped kernel pages into every user address space
for performance. Meltdown exploited deferred permission checks on affected Intel CPUs,
allowing transient use of privileged data before the fault was architecturally raised. AMD
reported its CPUs were not affected by Meltdown; ARM susceptibility varied by core
implementation.

Spectre trains the branch predictor, then exploits its predictions (Kocher et al., 2018).
During training, call a victim function repeatedly with valid array indices. The predictor
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learns that bounds checks like if (x < array_len) succeed. During attack, provide
an out-of-bounds index. Expecting success, the hardware speculatively reads array[x]
beyond the array boundary. The speculative path uses this secret value as an index:
probe[secret * 4096] . Each possible byte value maps to a different memory page,
separated by 4 KB to avoid cache-line collisions. After the misprediction triggers rollback,
the attacker times accesses to all 256 probe pages. The fastest access reveals which page
was cached, exposing the byte. Repeat to extract regions.

Branch predictors maintain 95%+ accuracy by detecting patterns in program behavior. They
track individual branches and correlations between them. A global history register records
recent branch outcomes, indexing into pattern tables that predict future behavior. Some
predictors track paths — sequences of branches — to capture control flow patterns. The
predictor’s state is shared across privilege levels and between different programs, creating
a cross-domain communication channel.

Spectre variant 1 exploits conditional branches. Variant 2 targets indirect branches — jumps
to addresses computed at runtime, common in object-oriented code and function pointers.
The hardware must predict not just taken/not-taken but the actual destination address.
The Branch Target Buffer (BTB) caches these predictions, but entries can be poisoned to
redirect speculation to attacker-chosen gadgets.

Cache timing provides the physical channel. Processors use multiple cache levels —
L1 (closest to CPU, 4 cycles), L2 (12 cycles), L3 (40 cycles), and main memory (200+
cycles). These differences reveal which addresses were accessed. Single-bit leaks, extracted
repeatedly, compromise entire keys through differential analysis.

These attacks can extract any data the CPU has access to: passwords stored in memory,
cryptographic keys, personal files, browser history, emails, database contents. If the kernel
has it in memory, Meltdown can read it. If a program processes sensitive data, Spectre can
extract it — even from JavaScript running in a web browser.

Mitigations constrain speculation at every level. LFENCE instructions create serialization
barriers. Kernel page table isolation (KPTI) unmaps kernel memory from user space.
Indirect-branch mitigations include retpolines — a Google-developed technique replacing
indirect branches (Turner, Sugerman, & Broido, 2018) with a return-based construct that
traps speculation via the return predictor — and hardware IBPB/IBRS/STIBP controls. Some
predictors are flushed or partitioned on context switches on newer systems. Each fix
degrades the optimization it protects.

Processors achieve high performance through pipelines — 14–19 stages in contemporary de-
signs. Without speculation, a mispredicted branch would flush the pipeline, wasting dozens
of cycles. At 4 GHz, each wasted cycle represents 250 picoseconds of lost computation.
Multiply by billions of branches per second, and performance would drop drastically.

The x86 RDTSC/RDTSCP instructions return a cycle count (cycle-level resolution). Time
can be derived given clock frequency; on invariant TSC systems this can approach sub-
nanosecond granularity. When restricted, alternatives exist: thread scheduling provides
a coarse clock, contention on shared resources amplifies timing differences, and browser
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JavaScript enables attacks through SharedArrayBuffer spin loops or WebAssembly instruc-
tion counting.

After Spectre and Meltdown, each processor optimization became a potential side channel.
Vector units, return predictors, schedulers, and virtualization boundaries revealed new
attack surfaces.

Later attacks exploited other processor features. Downfall (2023) targets Intel’s AVX gather
instructions — when speculatively gathering data, these vector operations transiently load
values from unauthorized memory regions. The values leave cache footprints after rollback,
allowing extraction of cryptographic keys by timing which vector elements were accessed.
Intel processors from sixth through eleventh generation carry this flaw.

Retbleed (2022) demonstrated that even retpolines fail. Return instructions — used in
every function call — use their own prediction mechanism. By poisoning the return stack
buffer, attackers force speculative execution of arbitrary gadgets, bypassing the carefully
constructed retpoline defenses.

Inception (2023) showed AMD processors aren’t immune — it creates “phantom speculation”
by nesting mispredictions within mispredictions. GhostRace (2024) weaponized something
previously thought safe: synchronization primitives. Race conditions during speculative
execution leak data even from properly synchronized code.

A fully-mitigated system may run 30% slower than its vulnerable predecessor. Some
workloads see greater degradation — databases that rely heavily on indirect calls, JIT
compilers that generate dynamic code, virtualized environments with frequent context
switches. Mitigations cost years of Moore’s Law gains.

“Don’t quote me, but the oracle at Delphi told me she’s using ChatGPT.”



Folklore About Some Interesting Bugs

Geographic Email Limits
A university sysadmin faced a bizarre bug: emails wouldn’t travel more than 500
miles. Boston at 420 miles worked fine; Memphis at 520 miles failed completely.
A timeout was set in nanoseconds instead of milliseconds. Light travels 200,000
km/s through fiber. The timeout expired at exactly 500 miles.

The Ice Cream Correlation
Drivers reported their keyless entry failed — but only after buying vanilla ice
cream at one specific shop. Not chocolate, not strawberry. Just vanilla. Engineers
were skeptical until they confirmed it.
The vanilla counter was at the front, chocolate in back. Vanilla buyers returned
before the engine cooled, triggering a temperature-sensitive component failure.

Posture-Dependent Passwords
An IT team dismissed reports that a password worked standing but failed sitting —
until they saw it happen. Same user, same password, different postures, different
results.
Two keyboard keys had been swapped. Standing users looked down and typed
what they saw. Seated users touch-typed from muscle memory, entering the
wrong sequence.

Night Shift Crashes
Night-shift staff reported server crashes that never occurred during the day. No
software changes, no power issues — just nightly failures.
The cleaning crew’s floor polisher vibrated at 60 Hz, matching certain hard drives’
resonant frequency. The vibration misaligned read/write heads just enough to
crash the system.

The 2:45 PM Crash
One server crashed daily at exactly 2:45 PM. Logs showed thermal throttling, but
only at that precise time.
Sunlight through a west-facing window hit the poorly ventilated rack at just the
right angle. The temperature spike at 2:45 PM pushed the server past its limit.
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Spectre and Meltdown: Me-
chanics and Leakage Rates

Introduction

Spectre and Meltdown exploit transient exe-
cution: instructions issued before permissions
or branches resolve. Although architecturally
squashed, these instructions leak data through
persistent microarchitectural side effects —
most notably, the cache — observable via tim-
ing measurements.

Meltdown: Transient Load + Fault Defer-
ral

The CPU speculatively executes a faulting
memory load and uses the result before the
exception is raised. A dependent load encodes
the secret byte into cache state.

; RCX ← kernel memory address
movzx rax, byte [rcx]
shl rax, 12
mov rbx, [probe + rax]
Comments:

• Line 1: Transiently loads a protected byte
(zero-extended) into RAX.

• Line 2: Multiplies the secret by 4096 (page
alignment).

• Line 3: Loads from probe[s × 4096],
caching a secret-dependent line.

Observation: The attacker probes access times
to probe[i × 4096] and identifies the se-
cret by locating the cache hit.

Spectre: Mistrained Bounds Bypass

The attacker mistrains the branch predictor to
speculatively skip a bounds check. This leads
to out-of-bounds access during the transient
window.

if (x < array_length)
temp = probe[secret[x] * 4096];

Only executed speculatively. The loaded cache
line leaks secret[x].

Setup: Train with in-bounds 𝑥; switch to out-
of-bounds. Side effects persist even when the
branch is mispredicted.

Cache Timing Oracle

Let 𝑆 ∈ {0, … , 255} be the secret. Let 𝐶𝑖 be
the access time to probe[i × 4096]. Then:

̂𝑆 = argmin
𝑖

𝐶𝑖

where 𝐶𝑖 =
⎧
⎨⎩

𝑇hit + 𝜖𝑖 if 𝑖 = 𝑆
𝑇miss + 𝜖𝑖 otherwise

,

With low noise, each measurement leaks up
to approximately 8 bits.

Information-Theoretic View

Let 𝑋 be the secret, 𝑌 the timing observation.
Leakage is given by:

𝐼(𝑋; 𝑌 ) = 𝐻(𝑋) − 𝐻(𝑋 ∣ 𝑌 ).

Under uniform 𝑋 and low timing noise,
𝐼(𝑋; 𝑌 ) → 8 bits. Repetition and majority
decoding mitigate jitter and measurement er-
ror.

Measured Bandwidth
Meltdown (local): up to ∼500 KB/s
Spectre (native): ∼10 KB/s
Spectre (JavaScript): order of bits/s

Reported rates vary widely across microarchi-
tectures, operating systems, and mitigation
settings.

References:
Kocher et al. (2018). Spectre Attacks: Exploiting
Speculative Execution. arXiv:1801.01203.
Lipp et al. (2018). Meltdown: Reading Kernel Mem-
ory from User Space. USENIX Security.
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	From Air to Arbor   Ask where a tree's mass comes from and intuition points downward: soil, water, nutrients drawn up through roots. This is almost entirely wrong. Trees are made of air — ∼95% of their dry mass comes from atmospheric CO₂. Through photosynthesis, plants build themselves from carbon dioxide, converting invisible gas into solid wood, cellulose, and lignin using sunlight. Van Helmont's 1640s willow experiment demonstrated this: a tree gained 164 pounds (∼74 kg) while the soil lost only two ounces (∼60 g). Isotope labeling confirms the molecular accounting — carbon in wood comes from air, not earth or water. When trees burn, they simply return their borrowed carbon and sunlight to the atmosphere, completing a chemical cycle that temporarily crystallizes air into living architecture. 
	Renormalize All the Things   The two most successful theories in physics cannot coexist. Quantum field theory treats forces as particle exchanges on a fixed stage, while general relativity says the stage warps. When combined, they produce catastrophic contradictions: QFT predicts vacuum energy 10120 times larger than observed, gravity refuses renormalization, and black holes seem to destroy quantum information. Each theory works perfectly in its domain, yet they give mutually exclusive descriptions of reality. This incompatibility of theories is the most glaring problem in modern physics. 
	Darkness to Bind Them   Dark matter's existence is inferred through multiple independent lines of evidence spanning different cosmic scales. Galaxy rotation curves remain flat far beyond visible matter, indicating extended gravitational influence. Galaxy clusters contain hot gas whose temperature and confinement require gravitational potentials deeper than visible matter can provide. Gravitational lensing reveals mass distributions exceeding luminous components, particularly in systems such as the Bullet Cluster where dark and visible matter separate during collisions. The cosmic microwave background's fluctuation patterns indicate that ordinary matter comprises only 15% of the total matter content needed to match observations, with the remainder consisting of non-baryonic material already present before photon-matter decoupling. 
	A Truce Story   On Christmas 1914, enemy soldiers climbed out of their trenches and shook hands. Along sectors of the Western Front, British and German troops spontaneously ceased fire, met in No Man's Land to exchange tobacco and souvenirs, sang carols together, and buried their dead side by side. Some kicked footballs around shell craters. This unofficial truce lasted hours to days depending on location. By Christmas 1915, high command used coordinated artillery barrages to prevent any recurrence. 
	Superanonymous   A significant combinatorial breakthrough from an unlikely source: an anonymous 4chan post (2011) responding to a question about anime episode viewing orders. Superpermutations are strings containing every possible ordering of n symbols as substrings. For years, mathematicians believed the minimal length followed the pattern of factorial sums observed in small cases. The anonymous poster derived a rigorous lower bound, modeling the problem as path optimization through a permutation graph. This proof remained obscure until 2014 when mathematician Robin Houston rediscovered it, leading to the disproof of the long-standing conjecture and establishing new bounds on this combinatorial problem — with the original derivation still officially credited to “Anonymous 4chan Poster.” 
	Slices of Life   DNA sequencing has evolved from Sanger's chain-termination method through the next-generation revolution of 454 pyrosequencing, Ion Torrent, and Illumina platforms to modern nanopore technologies. The computational challenge of genome assembly uses sophisticated algorithms such as de Bruijn graphs to reconstruct complete genomes from millions of short fragments, while paired-end chemistry and long-read technologies help resolve repetitive regions that have long frustrated genomic reconstruction efforts. 
	It Is Just a Phase   The Hough transform detects geometric shapes in images by converting the problem from image space to parameter space. Images undergo edge detection to identify significant brightness transitions. Each edge pixel then “votes” for all possible geometric structures that could contain it. For line detection, edge points generate constraints in parameter space through the relation b = y0 - mx0. Points lying on the same line create intersecting lines in parameter space, forming accumulator peaks. 
	Wet, Cold, Slippery Slope   Ice's exceptional slipperiness results primarily from a quasi-liquid layer (QLL) of disordered water molecules at its surface rather than from commonly assumed mechanisms. While pressure melting and frictional heating contribute under specific conditions, neither explains ice's slickness at rest or across wide temperature ranges. Surface molecules, having fewer hydrogen bonds than those in the interior crystal lattice, form a nanometer-thick disordered layer that functions as a molecular lubricant even well below freezing. Counterintuitively, ice is most slippery around -7°C rather than at 0°C, as the QLL is sufficiently mobile at this temperature while the underlying ice remains hard enough to resist deformation. 
	Flat Universers   The universe appears flat to within 0.4% precision according to cosmic microwave background measurements. This flatness, described by the Lambda-CDM model, indicates that space follows Euclidean geometry even across vast cosmological distances. The universe may be spatially infinite while having a finite age of 13.8 billion years. This implication comes from the Big Bang model: an expansion of intergalactic space rather than an explosion within pre-existing space. If space was already infinite at the beginning, it expanded uniformly from every point. No center to the universe! 
	The Man in the Velvet Mask   The prisoner known as “Eustache Dauger” remained in state custody for thirty-four years (1669–1703) under extraordinary protocols of secrecy. His confinement spanned four locations under the continuous supervision of a single jailer, Bénigne Dauvergne de Saint-Mars. Official correspondence reveals exceptional measures: a specially constructed cell with sound isolation, strict limitations on communication, and a requirement to wear a black velvet mask when visible to anyone outside Saint-Mars's control. The prisoner served as valet to another detainee at Pignerol before eventual transfer to the Bastille, where he died and was buried under the alias “Marchioly.” 
	The Demon is in the Details   Maxwell's Demon, proposed in 1867, describes a thought experiment where a tiny being controls a door between two gas chambers, selectively allowing fast molecules into one chamber and slow ones into another. This sorting creates a temperature gradient from uniformity, seemingly decreasing entropy and violating the second law of thermodynamics. The resolutions are through work costs of measurement and the information-theoretic cost of manipulating information. 
	Orbital Affairs   The Woodward-Hoffmann rules establish how mathematical symmetry conservation governs chemical reaction pathways at the quantum level. In pericyclic reactions, the symmetry properties of molecular orbitals — represented by wave functions with specific nodal patterns analogous to trigonometric functions — must be conserved throughout the reaction coordinate. This conservation requirement creates selection rules that determine allowed stereochemical outcomes. The symmetry constraints differ fundamentally between thermal and photochemical conditions, as light excitation inverts the orbital symmetry relationships, thereby enabling reaction pathways forbidden under thermal conditions and vice versa. 
	Matter of Perspective   Empty space isn't empty — and even that depends on who's looking. The quantum vacuum teems with field fluctuations, but two observers can fundamentally disagree about whether particles exist. An astronaut floating peacefully sees perfect vacuum. Her twin, accelerating through the same region, is bombarded by thermal radiation at temperature T = ħa/2πckB — the Unruh effect. Particle content becomes relative, like simultaneity in Einstein's relativity. 
	Chaotic Neutrality   Deterministic systems can exhibit chaotic behavior, where minuscule differences in initial conditions lead to drastically different outcomes. The double pendulum and three-body gravitational problem exemplify this despite having few components and simple equations. Counterintuitively, far more complex systems such as falling objects often behave predictably because dissipative effects continuously suppress perturbations. 
	The Three Genome Problem   Every human inherits two distinct genomes: nuclear DNA from both parents and mitochondrial DNA almost exclusively from the oocyte. This second genome — 37 genes controlling cellular energy production — mutates 10–100 times faster than nuclear DNA, causing devastating diseases when defective. Traditional IVF cannot prevent mothers from passing faulty mitochondria to children. Enter mitochondrial replacement therapy: scientists transfer nuclear DNA from an affected mother's egg into a donor egg with healthy mitochondria. From single-base edits to chromosome transfers — many ethical questions arise to be discussed. 
	A Freely Willful Ignorance   Milligrams of propofol erase consciousness in seconds. Fatal familial insomnia prevents its cessation for months until death. While we can reliably toggle awareness, no unified mechanism explains why subjectivity vanishes. Consciousness cannot be reduced to neural correlates or fit by classifiers. Any attempt to locate its origin in physical mechanisms presupposes the very phenomenon under study. Free will and physics appear incompatible, but the standoff is asymmetric: agency is the lived fact that makes physics construction possible. Consciousness occupies the apex of a revision hierarchy where, in any conflict with lower-level descriptions, the knower must prevail. 
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