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Top (Multiplex — Encrypt): The
same message (ACBB) is first
combined with different
color-coded templates through
multiplexing. Each variant is then
independently encrypted using a
shared key. This leads to distinct
ciphertexts, but if the templates are
known or public, attackers can
reverse the multiplexing process
and end up with multiple
ciphertexts of the same underlying
message, enabling algebraic attacks
that exploit the known
relationships between the variants.
Bottom (Encrypt — Multiplex):
The message is first encrypted
(producing, for example, CBAB
from the original message), and the
resulting ciphertext is then
duplicated and wrapped in different
color-coded templates. Because all
copies are cryptographically
identical before templating,
multiplexing adds no diversity to
the encrypted content. This offers
attackers fewer opportunities for
correlation-based attacks.

Signal Flow (Communication
Path): The bottom illustration
shows the complete communication
path: microphone input —
multiplexing — encryption —
transmission — decryption —
demultiplexing — speaker output.
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You Would Like to Order First

GSM mobile communications used stream ciphers to protect
call privacy, but protocol design left them vulnerable. Encryp-
tion was applied only after error correction and formatting,
so fixed training sequences and redundant coding produced
predictable ciphertext patterns. These leaks allowed attackers
to recover session keys with modest effort, demonstrating that
security depended less on theoretical cipher strength than on
overall system design.
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FORMAT o PROCESSING ORDER VULNERABILITY © STREAM
CipHER XOR o PREDICTABLE PLAINTEXT o CONVOLUTIONAL
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REUSE o BIHAM-BARKAN-KELLER o PROTOCOL LAYER
WEAKNESS

“I just found out that my cellular telephone was a lemon.”
— Tobias Funke, 2004
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You Would Like to Order First

The history of secure communication traces back to the intersection of two twentieth-
century revolutions: cryptography and wireless technology. For much of the century,
radio systems prioritized reach and reliability over confidentiality. During World War
I1, breakthroughs such as the German Enigma and Allied SIGSALY systems introduced
large-scale encryption in radio, but these were bespoke wartime inventions, not stan-
dardized infrastructure.

In the postwar decades, civilian telecommunication networks expanded rapidly, but ra-
dio links remained analog and vulnerable. First-generation mobile systems (1G), such as
AMPS in the United States and NMT in Scandinavia, used frequency modulation without
encryption. Voice data was transmitted as analog waveforms, easily intercepted by any-
one with a scanner. This vulnerability, while tolerated during the early novelty of mobile
phones, became untenable as usage grew.

By the 1980s, Europe pursued a unified digital cellular standard under the banner of the
Groupe Spécial Mobile (GSM). The aim was not only cross-border interoperability, but
also improved spectrum efficiency and — critically — built-in security. The digital tran-
sition allowed for integration of error correction, time-multiplexing, and cryptography
into the protocol stack. Unlike analog predecessors, GSM was designed from the outset

to offer some degree of confidentiality on the radio link.

Digital cellular networks are designed to carry simultaneous conversations — across a
limited radio spectrum. Each call consists of two independent data streams, one uplink
and one downlink, connecting handset and base station. These streams must be separated
both by directionality and from the traffic of other users occupying the same band.

So we have duplexing and multiplexing. Duplexing separates the uplink (phone to tower)
from the downlink (tower to phone). In frequency division duplexing (FDD), each direction
is assigned their own frequency band, allowing simultaneous transmission and reception.
In time division duplexing (TDD), both directions share a common band but alternate in
fixed, synchronized time slots.

Multiplexing separates users sharing the same physical channel. In frequency division
multiple access (FDMA), the spectrum is divided into separate frequency bands, each
assigned to a different user. This isolates signals but requires fixed bandwidth allocation
and limits how flexibly users can be added or removed. In time division multiple access
(TDMA), users transmit in alternating time slots within a repeating frame structure. Each
user has exclusive access to the channel during its assigned slot. This improves spectral
efficiency, but requires strict global timing to keep transmissions aligned. In code division
multiple access (CDMA), all users transmit simultaneously over the same frequency band,
but each encodes its data using a unique pseudorandom spreading code. The receiver uses
correlation to extract the intended signal. This allows full-time transmission with statistical
multiplexing, but demands signal separation. All three approaches require that each user’s
transmission be confined to a fixed envelope, a burst, with predictable alignment and
duration.
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These requirements propagate upward through the entire transmission stack. Each burst
must arrive in its designated slot, with precise size and timing. Modulation, equalization,
and error correction depend on this regularity. As a result, every upstream layer, from
speech encoding to encryption, must preserve the burst format.

To transmit speech, the analog signal is sampled at regular intervals (Shannon, 1949)
and each sample is encoded as a digital number. This raw bitstream is then compressed
using a speech codec, a specialized algorithm that reduces bandwidth by representing only
perceptually important features. As a toy example, consider a 20ms segment of audio.
Uncompressed, this might require over 2,000 bits. A codec might instead describe it using
only pitch, volume, and phoneme class, reducing the bitrate by an order of magnitude.

GSM (the Global System for Mobile Communications) was developed as a pan-European
standard for digital cellular networks in the early 1990s. It replaced earlier analog systems
with a structured, time-synchronized digital stack designed for interoperability, moderate
confidentiality, and efficient spectrum use. The GSM radio interface is based on TDMA:
each 200kHz carrier is divided into repeating time frames of eight slots, with each user
assigned one slot per frame. Each slot (or burst) carries 114 bits of payload, framed by
synchronization and guard bits.

Voice is transmitted as a sequence of such bursts. Every 20 milliseconds of speech is
compressed into a 260-bit frame, which after coding and interleaving is split across multiple
114-bit radio bursts for transmission. These bits are divided into classes by perceptual
importance. The most critical will later be protected with more redundancy. Each frame is
processed independently and must be transmitted in order, aligned to the caller’s assigned
slot. From this point forward, it is treated as a fixed-length atomic unit: encoded, encrypted,
and modulated as a whole. Control channels such as SACCH (Slow Associated Control
Channel) follow a similar pattern, expanding 184-bit messages to 456 bits after error
correction coding.

Before transmission, the frame is convolutionally encoded (which is a type of error
correction (Elias, 1955) coding). This adds redundancy by producing each output bit
as a function of the current and previous inputs. The goal is to enable error correction
at the receiver without retransmission. After encoding, the output is interleaved. It is
reordered across time so that localized bit corruption does not overwhelm any one frame.
These operations are deterministic and standardized. Their result is a longer, structured
bitstream with predictable relationships between positions.

At this point, the data must be encrypted, but without affecting their size or timing. Each
burst has a fixed payload size, and must be transmitted precisely at its assigned interval. This
rules out modes that expand input or require buffering; encryption must operate in place
with no change to length or alignment. GSM therefore uses a stream cipher (Vernam, 1926):
a keystream is generated and extttXORed with the data bit-for-bit, producing ciphertext of
equal length and immediate readiness for modulation.

GSM fixes the processing order as: compression — error correction — interleaving —
encryption. This sequencing is a deliberate engineering decision. By placing encryption
at the end of the stack, the system isolates cryptographic logic from earlier processing
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stages. Each module performs a self-contained transformation. This design simplifies
implementation — but, as we will see, introduces a vulnerability.

By the time the bitstream reaches the cipher, it is no longer raw data. It has been processed
into a rigid format defined by the protocol. Within the 114 ciphered bits per burst this
includes:

« Padding and known link-layer fields: deterministic bits that fill or structure payloads
on certain channels.

« Error-correction codes: parity bits computed from public polynomials.
o Interleaving: a known permutation applied identically to each block.

Each 114-bit burst contains payload data bracketed by tail, training, and guard intervals
of fixed length; those bracket fields are not ciphered. Within the ciphered payload, the
bitstream is heavily preprocessed prior to encryption. Bit patterns arising from coding,
interleaving, and protocol padding are defined explicitly by the standard and repeat across
sessions. The plaintext entering the encryption algorithm is therefore predictable at specific
locations. It is drawn from a constrained distribution with high predictability and low
entropy in fixed subregions. A passive observer capturing encrypted GSM traffic receives
ciphertext derived from partially labeled inputs whose positions and formats are specified
in advance by the protocol.

GSM’s stream cipher preserves structure in a way that a block cipher with diffusion would
not. Because encryption is bitwise XOR, linear relations introduced by coding survive intact
in the ciphertext. Consider a concrete example: suppose the channel coding introduces a
parity check — a known XOR relation among data bits. After encryption, the corresponding
ciphertext bits satisfy the same parity relation among their respective keystream values.
An attacker can deduce this constraint without knowing the underlying data.

By collecting multiple ciphertext samples, each reflecting similar patterns but different
keystream realizations, the attacker builds a system of equations that gradually reduces
the candidate key space. GSM compounds this vulnerability: voice frames are transmitted
redundantly across multiple bursts, providing numerous ciphertext instances derived from
aligned inputs. Repeated encipherment of predictable structure with the same key makes
the keystream a target for mathematical reconstruction.

This vulnerability was exploited explicitly in the work of Eli Biham, Elad Barkan, and
Nathan Keller. In 2003, they demonstrated a ciphertext-only attack against A5/2 capable
of recovering the full 64-bit session key in under one second, using multiple frames of
intercepted communication from control channels such as SACCH. The attack made no
assumptions about plaintext content beyond its adherence to GSM’s format. The weakness
resulted from applying error correction and interleaving before encryption, allowing
algebraic methods to exploit the resulting regularity. The attack combined brute-force
enumeration of the cipher’s R4 register (2'6 possibilities) with solving overdetermined
systems of linear equations derived from keystream parity constraints. This required
hours of preprocessing and gigabytes of storage but was tractable on standard computing
hardware.
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In the same year, the authors presented an active attack that used this weakness in A5/2
to compromise A5/1 (a stronger cipher that GSM uses by default). GSM allows the base
station to select the cipher for communication. A rogue station can impersonate a valid
tower and request a downgrade to A5/2 from a handset that supports it. Once the device
complies, the attacker captures the A5/2-encrypted exchange, recovers the session key,
and then uses that key to decrypt subsequent bursts sent using A5/1. This is possible
because GSM reuses the session key across ciphers during a session. The presence of A5/2
in the cipher suite thus undermines A5/1, regardless of whether the latter is ever explicitly
requested by the attacker. Any device that implements A5/2 inherits its vulnerabilities and
propagates them to the stronger cipher via shared key state.

Barkan and Biham continued to refine their attacks. In 2005, they improved known plaintext
techniques against A5/1, specifically targeting its irregular initialization procedure. This
reduced the computational burden of recovering internal state, particularly in scenarios
with limited plaintext exposure. However, their most significant advance came in 2006,
when they extended ciphertext-only techniques to A5/1 itself. The approach required far
more ciphertext and offline preprocessing than the attack on A5/2, but the principle was
similar. By leveraging the publicly known convolutional codes used before encryption,
the attackers extracted algebraic relations between ciphertext bits and the keystream.
These relations were then used to filter candidate internal states of the cipher’s LFSRs
(Linear Feedback Shift Registers), narrowing the search space (Golomb, 1955) to feasible
dimensions. The complexity of the attack remained high, but it fell within the capabilities
of a moderately resourced organization with access to terabyte-scale storage and standard
computational infrastructure.

The attack on A5/1 demonstrated that GSM’s vulnerability was a result of the interplay
between encryption placement, channel configuration, and cipher reuse. GSM’s decision
to support multiple ciphers without enforcing mutual isolation of key state allowed one
weak algorithm to compromise the integrity of the entire suite. Because GSM does not
authenticate base stations, handsets cannot verify that cipher selection is legitimate. Any
device supporting A5/2 remains exposed to downgrade. Once the session key is recovered
through a break of A5/2 — whether using algebraic decoding or parity-based keystream
reconstruction — that same key grants access to A5/1-protected content. GSM’s cipher suite
is therefore not modular. Its effective security is determined not by the strongest cipher in
use, but by the weakest that is supported. A5/2’s inclusion rendered A5/1 susceptible by
transitive failure.
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Protocol Assumptions and Personal Entry Point

The weakest points in deployed cryptographic systems are rarely in the mathemat-
ics. They are in the layers that surround it: in protocol assumptions, state handling,
framing conventions, or timing logic. This is why cryptographic standards are slow to
change — not because better ciphers are unavailable, but because known, tested flaws
are often safer than untested replacements. The defensive posture of a system is not
just algorithmic strength, but mostly accumulated knowledge of how it fails.

I first encountered this issue in a lecture by Eli Biham around 2003. He outlined the
GSM vulnerability using nothing but XOR equations, known plaintext segments, and
short recurrence relations. This attack did not require knowing the full formalism of
block cipher construction or number theory. It showed that security could collapse
under regularity exposed by the protocol — and that the analysis of “where” in a
system encryption occurs mattered as much as “how.”
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Toy GSM-Style Frame: How
Post-Encoding XOR Leaks
Keystream

Frame Layout

We model a simplified SACCH-style control
message with 32 information bits s, ..., S35.
GSM inserts fixed training bits, padding, and
applies forward-error correction; we model
this with a minimal layout:

1100101101100101 s, ... sg
.. S——
training data
01101001 g ... 814
—_— ———
pad data

11001011 8y7 ... Sy Sog ... Szo. (1)
S N — —~——

parity data data
Exactly 64 bits form the encoder input: 32 un-
known information bits and 32 deterministic
bits known to the attacker. This scales toward
realistic GSM processing where SACCH mes-
sages expand from 184 bits to 456 bits.

Redundancy (Mini-Convolutional Code)

Each input bit 2, passes through a toy (1,1/2)
convolutional code with generator polynomi-
als (1, 1+ D):

Yio = Ty Yi1 =2, DT;_q.

Assume zero-state initialization so the bit be-
fore each known block is defined. This yields
128 output bits Y = [Y,..., Y] ,,] where
Y& = Y|r/2),k mod 2- Every pair satisfies

Yi1r @ Yi10=¥p Vi1, (2

a parity relation that survives encryption as
a linear constraint tying three keystream bits
together.

Interleaver
A fixed block interleaver permutes the 128
bits:

7(i) = (i mod 4) - 32 + LiJ , (3)

a public mapping known to attacker and re-
ceiver.

Encryption After Coding

Encryption XORs a keystream K, ..., K5,
with the permuted code bits:

C;=Y,,) ® K, ., (4)

Because XOR preserves length and position,
all structure in Y remains in masked form in

C.
Ciphertext-Only Attack Sketch

Training leakage: From 32 known training/-
pad/parity input bits, the rate 1/2 encoder pro-
duces 64 known coded bits (32 from y. ;, and
32 from y.; with state assumption), so the
attacker obtains K; = C; @ Y ;) for 64 posi-
tions.

Parity recursion: Using Equation (2), each par-
ity relation after interleaving becomes a lin-
ear equation in three ciphertext bits and three
keystream bits. The known K, values seed
a sparse linear system over [, that propa-
gates to many additional K;. With multiple
frames, the system typically determines the
full keystream through solving a large linear
system or using precomputed tables.

Information bit recovery: With keystream re-
covered, the attacker inverts the interleaver
and convolutional code to extract s, ...
from each frame.

) 832

Why Encrypt-First Stops the Leak

If encryption preceded coding, the encoder
would process X @ K’ rather than X. Parity
relation (2) would then bind unknown values,
blocking the attack. Fixed fields would reveal
nothing until after decryption.
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	Timing Is Everything   Timekeeping has progressively moved toward smaller physical phenomena: from Earth's rotation to pendulums, from crystal oscillations to atomic transitions, and now toward nuclear resonances. The SI second, defined by 9,192,631,770 periods of cesium-133's hyperfine transition, relies on quantum interactions between nuclear and electronic magnetic moments. This shift to microscopic reference standards improves precision exponentially — hydrogen masers achieve stability of one part in 1013, while optical lattice clocks using strontium reach one part in 1018 by probing transitions at ∼1015 Hz. The progression continues toward nuclear clocks using thorium-229, which promises precision of one part in 1019 by exploiting transitions in atomic nuclei rather than electron shells. 
	The Center Holds   A geometric puzzle about Gaussian probability stumped mathematicians for over sixty years: prove that convex sets that are symmetric around the origin have enhanced overlap under Gaussian measure — that P(A ∩ B) ≥ P(A) · P(B). Despite partial results for boxes, ellipsoids, and slabs, the general case resisted all attempts. In 2014, Thomas Royen, a retired pharmaceutical statistician from a small German university, solved it using textbook methods: transforming to squared variables, applying Laplace transforms, and checking matrix determinants. His proof, published in an obscure journal, went unnoticed for years. 
	A Thought About Nothing   The Boltzmann Brain paradox shows that statistical mechanics predicts a disturbing outcome: random fluctuations in a high-entropy universe would produce isolated conscious entities more frequently than entire ordered universes such as ours. A single brain with false memories requires orders of magnitude fewer unlikely coincidences than 13.8 billion years of cosmic evolution. These hypothetical observers would experience coherent thoughts and apparent histories, yet exist only as momentary statistical fluctuations. It is not easy to dismiss this preposterous theory based on scientific reasoning alone. 
	From Air to Arbor   Ask where a tree's mass comes from and intuition points downward: soil, water, nutrients drawn up through roots. This is almost entirely wrong. Trees are made of air — ∼95% of their dry mass comes from atmospheric CO₂. Through photosynthesis, plants build themselves from carbon dioxide, converting invisible gas into solid wood, cellulose, and lignin using sunlight. Van Helmont's 1640s willow experiment demonstrated this: a tree gained 164 pounds (∼74 kg) while the soil lost only two ounces (∼60 g). Isotope labeling confirms the molecular accounting — carbon in wood comes from air, not earth or water. When trees burn, they simply return their borrowed carbon and sunlight to the atmosphere, completing a chemical cycle that temporarily crystallizes air into living architecture. 
	Renormalize All the Things   The two most successful theories in physics cannot coexist. Quantum field theory treats forces as particle exchanges on a fixed stage, while general relativity says the stage warps. When combined, they produce catastrophic contradictions: QFT predicts vacuum energy 10120 times larger than observed, gravity refuses renormalization, and black holes seem to destroy quantum information. Each theory works perfectly in its domain, yet they give mutually exclusive descriptions of reality. This incompatibility of theories is the most glaring problem in modern physics. 
	Darkness to Bind Them   Dark matter's existence is inferred through multiple independent lines of evidence spanning different cosmic scales. Galaxy rotation curves remain flat far beyond visible matter, indicating extended gravitational influence. Galaxy clusters contain hot gas whose temperature and confinement require gravitational potentials deeper than visible matter can provide. Gravitational lensing reveals mass distributions exceeding luminous components, particularly in systems such as the Bullet Cluster where dark and visible matter separate during collisions. The cosmic microwave background's fluctuation patterns indicate that ordinary matter comprises only 15% of the total matter content needed to match observations, with the remainder consisting of non-baryonic material already present before photon-matter decoupling. 
	A Truce Story   On Christmas 1914, enemy soldiers climbed out of their trenches and shook hands. Along sectors of the Western Front, British and German troops spontaneously ceased fire, met in No Man's Land to exchange tobacco and souvenirs, sang carols together, and buried their dead side by side. Some kicked footballs around shell craters. This unofficial truce lasted hours to days depending on location. By Christmas 1915, high command used coordinated artillery barrages to prevent any recurrence. 
	Superanonymous   A significant combinatorial breakthrough from an unlikely source: an anonymous 4chan post (2011) responding to a question about anime episode viewing orders. Superpermutations are strings containing every possible ordering of n symbols as substrings. For years, mathematicians believed the minimal length followed the pattern of factorial sums observed in small cases. The anonymous poster derived a rigorous lower bound, modeling the problem as path optimization through a permutation graph. This proof remained obscure until 2014 when mathematician Robin Houston rediscovered it, leading to the disproof of the long-standing conjecture and establishing new bounds on this combinatorial problem — with the original derivation still officially credited to “Anonymous 4chan Poster.” 
	Slices of Life   DNA sequencing has evolved from Sanger's chain-termination method through the next-generation revolution of 454 pyrosequencing, Ion Torrent, and Illumina platforms to modern nanopore technologies. The computational challenge of genome assembly uses sophisticated algorithms such as de Bruijn graphs to reconstruct complete genomes from millions of short fragments, while paired-end chemistry and long-read technologies help resolve repetitive regions that have long frustrated genomic reconstruction efforts. 
	It Is Just a Phase   The Hough transform detects geometric shapes in images by converting the problem from image space to parameter space. Images undergo edge detection to identify significant brightness transitions. Each edge pixel then “votes” for all possible geometric structures that could contain it. For line detection, edge points generate constraints in parameter space through the relation b = y0 - mx0. Points lying on the same line create intersecting lines in parameter space, forming accumulator peaks. 
	Wet, Cold, Slippery Slope   Ice's exceptional slipperiness results primarily from a quasi-liquid layer (QLL) of disordered water molecules at its surface rather than from commonly assumed mechanisms. While pressure melting and frictional heating contribute under specific conditions, neither explains ice's slickness at rest or across wide temperature ranges. Surface molecules, having fewer hydrogen bonds than those in the interior crystal lattice, form a nanometer-thick disordered layer that functions as a molecular lubricant even well below freezing. Counterintuitively, ice is most slippery around -7°C rather than at 0°C, as the QLL is sufficiently mobile at this temperature while the underlying ice remains hard enough to resist deformation. 
	Flat Universers   The universe appears flat to within 0.4% precision according to cosmic microwave background measurements. This flatness, described by the Lambda-CDM model, indicates that space follows Euclidean geometry even across vast cosmological distances. The universe may be spatially infinite while having a finite age of 13.8 billion years. This implication comes from the Big Bang model: an expansion of intergalactic space rather than an explosion within pre-existing space. If space was already infinite at the beginning, it expanded uniformly from every point. No center to the universe! 
	The Man in the Velvet Mask   The prisoner known as “Eustache Dauger” remained in state custody for thirty-four years (1669–1703) under extraordinary protocols of secrecy. His confinement spanned four locations under the continuous supervision of a single jailer, Bénigne Dauvergne de Saint-Mars. Official correspondence reveals exceptional measures: a specially constructed cell with sound isolation, strict limitations on communication, and a requirement to wear a black velvet mask when visible to anyone outside Saint-Mars's control. The prisoner served as valet to another detainee at Pignerol before eventual transfer to the Bastille, where he died and was buried under the alias “Marchioly.” 
	The Demon is in the Details   Maxwell's Demon, proposed in 1867, describes a thought experiment where a tiny being controls a door between two gas chambers, selectively allowing fast molecules into one chamber and slow ones into another. This sorting creates a temperature gradient from uniformity, seemingly decreasing entropy and violating the second law of thermodynamics. The resolutions are through work costs of measurement and the information-theoretic cost of manipulating information. 
	Orbital Affairs   The Woodward-Hoffmann rules establish how mathematical symmetry conservation governs chemical reaction pathways at the quantum level. In pericyclic reactions, the symmetry properties of molecular orbitals — represented by wave functions with specific nodal patterns analogous to trigonometric functions — must be conserved throughout the reaction coordinate. This conservation requirement creates selection rules that determine allowed stereochemical outcomes. The symmetry constraints differ fundamentally between thermal and photochemical conditions, as light excitation inverts the orbital symmetry relationships, thereby enabling reaction pathways forbidden under thermal conditions and vice versa. 
	Matter of Perspective   Empty space isn't empty — and even that depends on who's looking. The quantum vacuum teems with field fluctuations, but two observers can fundamentally disagree about whether particles exist. An astronaut floating peacefully sees perfect vacuum. Her twin, accelerating through the same region, is bombarded by thermal radiation at temperature T = ħa/2πckB — the Unruh effect. Particle content becomes relative, like simultaneity in Einstein's relativity. 
	Chaotic Neutrality   Deterministic systems can exhibit chaotic behavior, where minuscule differences in initial conditions lead to drastically different outcomes. The double pendulum and three-body gravitational problem exemplify this despite having few components and simple equations. Counterintuitively, far more complex systems such as falling objects often behave predictably because dissipative effects continuously suppress perturbations. 
	The Three Genome Problem   Every human inherits two distinct genomes: nuclear DNA from both parents and mitochondrial DNA almost exclusively from the oocyte. This second genome — 37 genes controlling cellular energy production — mutates 10–100 times faster than nuclear DNA, causing devastating diseases when defective. Traditional IVF cannot prevent mothers from passing faulty mitochondria to children. Enter mitochondrial replacement therapy: scientists transfer nuclear DNA from an affected mother's egg into a donor egg with healthy mitochondria. From single-base edits to chromosome transfers — many ethical questions arise to be discussed. 
	A Freely Willful Ignorance   Milligrams of propofol erase consciousness in seconds. Fatal familial insomnia prevents its cessation for months until death. While we can reliably toggle awareness, no unified mechanism explains why subjectivity vanishes. Consciousness cannot be reduced to neural correlates or fit by classifiers. Any attempt to locate its origin in physical mechanisms presupposes the very phenomenon under study. Free will and physics appear incompatible, but the standoff is asymmetric: agency is the lived fact that makes physics construction possible. Consciousness occupies the apex of a revision hierarchy where, in any conflict with lower-level descriptions, the knower must prevail. 
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